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Friction and Hard Drives
Friction has always been a problem in the world of technology. Ancient Egyptian art
depicts workers using water to moisten the ground so that they could drag sleds
full of pyramid stone over it. Some of the world’s greatest thinkers, from Leonardo
da Vinci to Sir Isaac Newton, have all pondered on the friction problem.
In September 1964, Hans Peter Jost, a German-born engineer living in the UK, attended a
steel industry conference in Cardiff. Speaker after speaker from Germany, Italy, the United
States and the UK all talked about failed and broken steel mill equipment and how much it
would cost the industry. In almost every case of equipment failure, the common denominator was friction. At the time, the friction issue gained so much salience, the UK government
commissioned Jost to write a report on it. The Jost Report appeared in March 1966 and highlighted the huge savings that industry could make if enough attention was paid to reducing
the forces of friction in industrial plants and equipment. Jost’s report was to be the catalyst
for the whole new study of Tribology, the science of interacting surfaces in relative motion.
Sixty-one years on from the Jost Report and the powers of friction are still in force, albeit
to a much lesser extent. Thanks to CAD, engineering designs have become more streamlined, wear-and-tear can be simulated more accurately and lubrication techniques have also
advanced. Scientists are now researching materials, such as graphene with super-lubricity,
which has the potential for extreme low-friction applications.
Friction still exists for the time being, however, and still presents a problem. The mechanical
hard drive demonstrates a classic example of this. To put it in context, the average mechanical hard disk has platters (on which data is stored) that spin at 5200 rpm or 7200 rpm. Moving
just above them is an actuator arm with a slider (or several depending on disk size) on its tip.
Mounted on this are the read/write heads. They float just above the surface of the platters
on what is known as an air-bearing. The distance between the heads and platter surface can
be as small as 2-3 nanometers. In theory, the drive heads should never touch the platters,
but this can happen due to “asperity events”, which arise because of imperfections on the
thin film coating of the platters. For a hard disk, asperity events generally take the form of
thermal asperities, where the delicate drive heads make contact with the platters, that produce a higher-than-normal voltage. The increased voltage leads to a “blocking temperature”
between the platter surface and heads, which eventually leads to read/write fails.
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Friction has been a problem for disk manufacturers since the RAMAC disk of 1956 and several innovations have been introduced to mitigate its effects. Ball bearings used in the spindle mechanism were noisy and often led to non-repeatable run-out errors. They have now
been replaced by fluid dynamic bearings. There have also been innovations to minimise
friction between read/write heads and the platter surface. For example, U-shaped slider rails
have been introduced, but these have had limited success. Some disk manufacturers have
introduced error-correcting software to “balance out” signal errors caused by asperities. In
other cases, manufacturers use “thermal fly height” control software, so that the drive heads

operate within specific pre-programmed parameters. Another approach has been to introduce special thermal asperity circuits in the disk’s firmware or add a high-pass filter, which is
unsuitable for disks that use perpendicular magnetic recording, as a DC component is used.
Manufacturers like Western Digital and Seagate have more recently injected helium into the
main chamber of the drive to reduce the air friction caused by fast spinning platters.

So who makes the most reliable
hard drives?
The reliability of different hard drive brands has been an endless source of debate
among computer enthusiasts and professional IT users for years. In the same way
that golf enthusiasts extol the virtues of a certain brand of club, some IT users have
their preferred brand of hard disk. They also have stories about hard drive brands
that successfully provided stellar performances over the years, as well as horror
stories about hard drive brands that fail unexpectedly or unrepeatedly on them.
The problem with most of this anecdotal evidence is that users develop a biased opinion of
one hard drive manufacturer over another, which is based on a very small and statistically
invalid sample set of hard drives. For example, an IT administrator might be dealing with 500
hard drives, which are all the same model and from the same factory batch. If these drives
start to show higher-than-expected failure rates, it is likely that they might develop a very
unfavourable attitude towards the manufacturer.
Personal users are not a great source of information about hard drive reliability either. Most
computer users (apart from some of the Drive Rescue crew...) don’t get up in the morning,
saying: “I must run CrystalDiskInfo to check the health of my Seagates this morning.” Users
just expect their storage devices to work and that’s the way it should be. Users subject their
storage devices to different usage patterns and environmental factors. If a drive does fail,
taking important data with it, the manufacturer’s name can get etched onto the user’s minds
forever. So small sample sizes, coupled with different usage patterns and environmental factors, can make asking everyday computer users about their perceived reliability of certain
brands of hard drive an exercise that is fraught with bias and statistical error.

Data recovery companies are not a good source of statistically accurate information
on hard drive failure rates either.
Data recovery companies are not a good source of statistically accurate information on hard
drive failure rates either. After all, they mainly deal with failed drives. The Derstein data recovery laboratory in Moscow (the Russians being world leaders in the field of data recovery)
has been collecting drive failure information since the mid-1990s and some of its failure
statistics make for interesting reading. But, as the old saying goes, there are lies, damn lies
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and statistics. Nowhere in the Derstein survey does it ask users about the usage type of their
failed drives, nor does it take into account the environmental factors that the failed drive
might have been subjected to. Usage and environmental factors can heavily influence the
lifespan of a hard drive. For example, a laptop or portable USB hard drive (subject to more
power-up / power-down cycles) owned by a data programmer (higher usage) who lives in
a hot country (increases risk of heat-related damage) and travels a lot (increases the risk of
shock damage) will have a much higher probability of failure than a hard drive that sits in an
air-conditioned data centre in suburban Dublin.

Data centres have been decidedly cagey about releasing the failure rates of their
hard drives.
This leaves us with data centres as a more statistically sound source of information. Up until
now, data centres have been decidedly cagey about releasing failure rates of their hard disks.
They would like us all to believe that their disk drives never fail. But there have been some
exceptions. In 2007, Google researchers released the results of their study, Failure Trends
in Large Disk Drive Population, to the USENIX conference. Their study used a very robust
sample of 100,000 S-ATA and P-ATA consumer-grade disk drives that ranged in capacity
from 80GB to 400GB from their own data centre. They were all deployed in rack-mounted
servers. The drives were put into service and left powered on for all their service life. The
Google survey found that there was a high correlation between the triggering of the SMART
early warning system and disk drive failure. It also found that disk temperature and usage
levels are less correlated to failure than some people think. But the findings were not exactly
groundbreaking and failed to mention there being any relationship between specific hard
disk manufacturers and failure rates.
Enter Backblaze, a US online backup company. With a disk population of 27,000 consumerlevel drives (a smaller sample than Google, but still fairly robust) and most interestingly a
willingness to reveal failure rates, according to the manufacturer (see figure 1.)

Figure 1. Disk failure rates, according to manufacturer and disk age:
Brand

Average
Age in Years

Seagate

12,765

39,576

1.4

Hitachi

12,956

36,078

2.0

2,838

2,581

2.5

Toshiba

58

174

0.7

Samsung

18

18

3.7

Western Digital
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As the chart above suggests, Seagate disks have the shortest average lifespan of just 1.4
years, and Western Digital drives give the most longevity.

Figure 2. Failure rates over twenty months for 4TB disks, for HGST, Seagate, Toshiba and WD.

From April 2013 to the end of 2015, Backblaze undertook a similar study primarily with 4TB
drives from HGST, Seagate, Toshiba and Western Digital. (Disk population size being a very
respectable 42,301). For 4TB disks, which make up the main size in their data centre, Seagate
again had some of the highest failure rates.

In the context of everyday computing, disks do not always run continuously in an
air-conditioned data centre.
While the BackBlaze findings are interesting, they still do not give us the complete picture
because, in the context of everyday computing, disks do not always run continuously in an
air-conditioned data centre. In reality, disks in use outside of the data centre tend to have a
lot more power-up and power-down cycles, so they are subject to more friction and more
power abnormalities. They are also exposed to more temperature variability and tend to
have a lot more extraneous software installed on them, which can mean more read-write
cycles.
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It’s the nature of failure and not the failure rate per se that is important
But perhaps the most important insight from the Backblaze studies is their findings on the
nature of hard disk failure. While they might have found that Seagate disks have a higherthan-average failure rate, they also found that they “generally signal their impending failure
via their SMART stats” and noticed that “drive failures from other manufacturers appear to
be less predictive via SMART”. As a data recovery company that liaises with IT administrators
and end-users on an almost daily basis, “sudden death” failure of hard disks is what really
catches users out (especially those who haven’t backed-up). Some disks will experience this
expeditious type of failure while others – if they do start to fail – show a marked decrease
in performance over a longer period of time before their final demise. In other words, some
disks fail more gracefully. For example, the user will sometimes notice a marked decrease
in disk performance. Other times, the SMART will get tripped or the disk will cause a “bad
block” error to be registered in the host system’s event logs, or a warning message will be
displayed by the BIOS during POST or in the operating systems’ GUI. All of these warning
signs can often be a powerful catalyst for the user or IT administrator to backup the data or
get the disk replaced.

Assuming that one brand of hard drive is relatively “safe” compared to another could
lead users to a dangerous false sense of security
A treatise on the merits of one hard drive brand compared to another could go on ad nauseam. Worse still, assuming that one brand of hard drive is relatively “safe” compared to
another could lead users to a dangerous false sense of security and complacency. Any storage device, whether it is a mechanical or solid state drive is liable to fail. There are too many
variables involved that can lead to data loss. Even the most reliable drives can suffer power
surges, fire or flood damage, sabotage by an employee, get accidentally overwritten, experience firmware / PCB failure or get crippled by a ransomware virus.

It all goes back to one thing...
So, it all goes back to one thing: having a good backup system in place and verifying your
backups regularly.
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In praise of the humble DVD
Most computer users are now conversant about SSDs, multi-terabyte drives, Dropbox, iCloud, Google Drive and a host of other backup mediums. However, most seem
to have forgotten about the simplicity and the reliability of the humble DVD.

Let’s say you have irreplaceable photos or video files of your first born, your round-the-world
trip or of a loved one who has shuffled off this mortal coil. Where will you store these photos
so that in twenty years’ time they will still be intact? Would you really trust iCloud or Google
Drive with them? Maybe. But the reality is that cloud-based storage services are prone to
hacking, sabotage and have been known, in some instances, to corrupt or simply lose data
altogether. More worryingly, you have to ask yourself: will these cloud storage providers
even be around in twenty years’ time?
There is, of course, the option of storing your photos on a mechanical hard drive in the hope
that when it is connected to your computer in twenty years’ time (probably via some USBto-god-knows-what adaptor), it will spin into life (for those familiar with mechanical hard
drives... stop sniggering). It might do that, but the risk that you will instead be greeted with
clicking noises or no noises at all is too high.
Alternatively, you could put your data onto an SSD (solid state drive). They have no mechanical parts and storing all your photos or videos on one of these is a much safer bet, right? Not
exactly because if you have an SSD drive which you stash in a drawer (cupboard, attic, etc.)
for a number of years, it will eventually start to lose its charge in the same way that a battery
does over time. This can have grave repercussions for your data as it is stored using quantum
electron tunnelling, which is reliant on stored positive and negative electrical charges. Error
correction codes, such as the Bose-Chaudhuri-Hocquenghem algorithm can be very effective in rewriting failed cells, but there comes a point where the errors become so pervasive
that the drive becomes unreadable. SSD manufacturers know about this phenomenon, but
don’t explicitly state it in their documentation. Buried deep in the small print, they might
recommend that their SSD drives are to be used on host devices “periodically” or “at regular
intervals”. This basically translates into “if you don’t use your SSD drive regularly, you’re going to lose your data”. Great.
There are, of course, disk mirroring devices (such as a DAS or NAS) that can be used to replicate your data over two or more disks (mechanical or SSD). While these do lower the risk of
data loss, these devices are still subject to same failure factors as standalone disks.
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This leaves us with the humble DVD. It is compact, non-magnetic, does not need to be “recharged” and is cost-effective. For the long-term storage of photos, video footage or documents, it ticks a lot of boxes.
If your laptop or desktop computer did not come equipped with a DVD burner, an external
USB DVD drive can be used. The actual recording takes place on the dye layer of the disk,
which is permanently altered by a highly focused laser beam. The DVD burning process can
be tedious but it is time well spent if your data is in any way important to you. The main
variants of DVD disk are DVD-RAM, DVD-R, DVD-RW, DVD+R and DVD+RW. For long-term
storage, DVD-R has the best compatibility. These are usually available in capacities of 4.7 GB
and 8.5 GB. Many archival specialists that work for state archive departments and archive
departments of broadcasters swear by the Taiyo Yuden brand (a Japanese company whose
blank DVDs are also marketed under the JVC and ‘Thats’ brand). Verbatim also makes the UltraLife Gold Archival Grade DVD-R. This is specifically designed for long-term storage and is
also well respected by archivists.

So, the next time you need to backup some really important files you will want to access in
twenty years’ time, don’t forget about the DVD. When mechanical and SSD disks have long
since failed and storage clouds evaporated, the humble DVD will probably be the last man
standing.
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Everyday objects
that kill hard drives
Ask anybody in an A&E department where most accidents occur and they invariably tell you
it is in the home. Well, the same applies to hard drive-related accidents. Many users might assume that it takes fire, floods (and brimstone...) to destroy hard drives, but mundane objects
found in the home or office can be just as destructive and cause the premature demise of
your storage device.

Liquid Damage (cup of tea or coffee / glass of wine or beer)
Accidentally spilt liquids are a perennial problem. When liquid spills onto the keyboard of a
laptop, Murphy’s Law dictates that it will often seep down into the system’s hard drive bay.
This can cause the electronics on the PCB to short out, corrode or – in the worst-case scenarios – cause the failure of the disk’s pre-amplifier (a tiny device that is used to amplify read/
write signals from the disk heads). The effects of liquid damage can often be very insidious.
After a spillage, the drive may work fine for a couple of weeks, lulling the user into a false
sense of security. This problem will only manifest itself after enough corrosion damage has
been done to the drive’s resistors, capacitors, inductors, diodes, etc. to the point where the
drive will no longer power-up or initialise properly.

The Smart TV / DVR box
More and more home users are coming to us with external hard drives that have been
plugged into one of the USB ports on their Smart TV or DVR box. Then, when they are reconnected to their computer, the drive won’t turn on or the data is inaccessible. This problem is often the result of over-voltage from the TV’s USB port. It manifests itself in the form of
a shorted TVS diode. In other instances, over-voltage can take the form of damaged capacitors, inductors, the motor controller (smooth) chip or the pre-amplifier chip on the head disk
assembly.
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The AC Voltage Adaptor
External 3.5” drives normally rely on clean DC power to a specific voltage and amperage.
Plugging in a 15V AC adaptor into your 12V external hard drive is likely to cause an overvoltage situation where the PCB or other components get damaged. Likewise, if your external hard drive requires 2 Amps, but you’re erroneously using an 1.5 Amp adaptor, your drive
is getting less power than it requires to run. Over time, this “amperage starvation” causes a
strain on the drive’s components and can lead to failure.

USB and power cables
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Don’t position your external hard
disk’s USB or power cable anywhere
near where it might get snagged by
errant feet, hands or wandering pets.
Tripping over the power or USB cable of a hard disk can often result in
your drive taking a downwards trajectory – towards the floor. A “fallen” disk
usually means a head disk assembly
replacement procedure will have to
be undertaken in order to recover
the data. In the worst-case scenarios,
this can lead to scratched platters,
especially if the drives were poweredup at the time of the fall. Some hard
drive and laptop manufacturers have
put accelerometers into their devices
– which theoretically detect sudden
motion and issue a “park” command
to the disk heads – but this drive
safety feature does not always work
effectively in practice. Users should
be advised to always position external
hard disks in the inner section of their
desks and not on the outer edges.

External hard disks should always be
positioned in the inner section of desks
or workstations.

Burst Water Tank
Most of us don’t think about the water tank in our home or office. It’s a classic case of outof-sight, out-of-mind. But we have recovered several drives over the years which were destroyed by burst or overflowing water tank incidences. Old steel water tanks that are over
30 years of age are susceptible to bursting. But even if your water tank is relatively new, it
can still burst or overflow due to either cold weather or ball-cock failure. In all of these instances, a failed water tank can result in localised flooding in your home or office and render
your USB external drives, disks inside your PC and other storage devices, such as NAS boxes,
inoperable.

Are your users suffering from
“warning fatigue”?
The average user is getting bombarded with warning messages about everything, from their
media player software being out-of-date to low-ink warning messages from their printer. So
when it comes to really important messages from their backup hardware or software, these
can get “downgraded” in a user’s mind to “just another error message”. System administrators or IT support technicians have an important role to play in delineating how important
it is they act on any message that relates to data backup. Hardware manufacturers could
also make the error messages on their devices less cryptic and more comprehensible for
your “average” user. For example, the error code “I12” on Buffalo NAS devices is often used
to signify its RAID is operating in a degraded mode, but this means very little to the average
user. A more succinct message, such as “array failing”, might spur a whole lot more users into
action and help them to avoid the costs of data recovery!

12

Hard Disks – Common problems,
symptoms and recovery strategies
Like different car brands, each brand of hard disk has its foibles and quirks. The main problems can arise from the head disk assembly, printed circuit board (PCB) and service area.

Head Disk Assembly

2
1
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1. Magnet

2. Actuator Arm

3. Disk heads on parking ramp

3

A head disk assembly from a Toshiba 2.5” disk.

Where head meets platter. Notice the size of disk head compared to size of a strand of hair,
fingerprint or dust particle. Just one of the reasons a clean-room and good “disk hygiene”
methodologies are needed in data recovery.

A “lifted” slider and a seriously mis-aligned head. Resulted from an accidentally dropped disk.
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Service Area (System Area)
Why the hard disk service area is so important:
•
•

•

•

It contains firmware modules needed for the essential
operation of a hard disk.
The service area contains crucial user mapping information. This acts in the same way that the index of a book
works.
The service area contains the hard disk ID and zone allocation information. Whilst not unique to a disk, they
are usually specific to a disk family.
The service area contains the SMART, G-list (Growth
Defect List) and P-list (Permanent List) information – all
needed for disk error management and essential for a
successful data recovery.

(The G-List records disks errors detected during the lifetime
of the disk. The P-list is a record of disk errors detected during
manufacture)

Printed Circuit Board (PCB)
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Toshiba Disks

(DT, MK, MG, MQ and P Series)

Service Area
The G-list can hold up to 1912 defects, but most Toshiba disks allow for 1024 records only.
Another quirk with Toshiba disks is their P-List. If it contains errors, G-list clearing will return
an error. Therefore, any P-List issues must be resolved first.

Printed Circuit Board
The MCU of most Toshiba disks stores the firmware
and adaptive parameters required for normal disk
functioning. If you suspect a Toshiba disk has PCB
problems, a direct PCB swap from an exact match
donor drive will not work. The MCU chip needs to
be transferred also. This requires advanced soldering skills, as the MCU on Toshiba disks is often
mounted using the BGA form factor.

Head Disk Assembly
Seized spindles are still a common problem on the
Toshiba “MK” and “MG” series disks. Replacing the
whole head disk assembly from a donor drive is
the safest and most effective remedy to this problem. The alignment of the new HDA must be perfect for this operation to be successful.

Toshiba External Drives
Most Toshiba external drives such as the DTB305, DTB310, DTB320 (Canvio Basics), Toshiba
Canvio Connect, Toshiba Canvio Slim use standard Toshiba S-ATA disks without encryption
or proprietary connections.
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Western Digital

(Caviar, Caviar SE and Protégé)

Head Disk Assembly
Like with any hard disk brand, Western Digital disks can experience head disk assembly
problems. If the read heads or pre-amplifier chip (found on the actuator arm) malfunctions,
the service area can no longer be read properly. As a result, a clicking noise can usually be
heard as the heads sweep across the platters looking for service area firmware. In such instances, the disk should be powered down to prevent further damage.
Sometimes, a Western Digital disk will initialise, but a “skating” noise can be heard emanating from inside the main chamber. This can be caused by one or more failed heads but can
also be indicative of a platter “notch”. This problem is exacerbated when debris particles
from the damaged platter surface start to amass under the disk heads leading to friction and
subsequent degradation of read / write performance.
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Typical head disk assembly used in Western Digital disks. Operation of heads ”0”
and ”1” are crucial for
successful read/writes
in the service area.

The pre-amplifier chip is needed to “amplify” signals from the read-head.
We come across a lot of WD USB drives with pre-amplifier failure. (The pre-amplifier chip is
a tiny chip on the actuator arm that amplifies the read signal from the disk head). Typically,
the pre-amp chip gets damaged when the supply voltage (+5V or +12V) is exceeded drastically (for example, when a wrong AC adaptor is used) and is often damaged by liquid ingress.

Service Area
Some Western Digital disks will report themselves incorrectly (wrong capacity or garbled ID)
or not be detected by the host system’s BIOS. This can be indicative of service area (firmware)
corruption. Even though most Western Digital disks store a secondary copy of the firmware
modules in the service area, this is sometimes only accessible using specialised data recovery tools.

Printed Circuit Board
It is common to find thermally damaged smooth (motor controller) chips on Western Digital
PCBs. This usually results in the disk not spinning up. Burn marks can sometimes be spotted
by a visual inspection of the board. Failed inductors can be another problem found on Western
Digital PCBs.

Western Digital - External Drives
Western Digital have a substantial share of the external USB hard drive market with popular models, such as the My Passport, My Passport Ultra,
Elements and My Book drives.

Elements Drive
This is an entry-level external hard disk from WD.
Most of them are unencrypted. However, some
later models, particularly those from 2015 onwards – especially 2TB+ – use bridge-chip encryption (using Initio or JMicron chips) or have an encryption module inside the disk’s MCU chip. In both cases, successful data recovery depends
on the disk being unencrypted first.
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An Initio bridge encryption chip typically found
on WD external disks.

My Passport, My Passport Ultra and My Passport Slim
Most WD My Passport and My Passport Ultra disk use SED technology (Self Encrypting Drive),
which encrypts data by using 256-bit AES encryption. The ROM chip that controls this encryption is usually marked “U14” or sometimes “U8”.

Printed Circuit Board problems on Western Digital external drives
The Western Digital My Passport series of drives use a proprietary USB 3.0 interface. If a donor PCB is required, two IC chips from an exact match PCB (namely the controller chip and
spindle controller chip numbers) need to match. Once you have found a matching board,
usually the two ROM chips from the original drive need to be transferred to the donor board.
Alternatively, a SATA connector can be soldered via solder points E71, E72, E73 and E75. This
technique also requires some PCB capacitors to be removed to disable the USB bridge.

My Book / My Book Essential / My Book Duo
My Book Essential is a USB 2.0 / USB 3.0 external storage device that holds capacities of up to
3 TB. Most the My Book Essential disks are encrypted with 256-AES. Removing the disk from
its plastic casing for data recovery purposes will not usually provide direct access to the data.
The disk must be unencrypted first using the original bridge-chip, MCU or specialised data
recovery equipment.
My Book Duo is a dual-bay DAS (direct attached storage) device which can be configured in
RAID 0 or RAID 1. By default, both disks are encrypted with 256-bit AES.
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WD My Passport

WD My Passport (casing removed)

Seagate Disks

(Barracuda, Constellation ES and Momentus)

Printed Circuit Board
On Seagate Barracuda (7200.10 and upwards) disks, TVS diodes can occasionally prevent the
disk from powering up if they been subject to over-voltage.

Head Disk Assembly
Barracuda (7200.10 and 7200.11) and Momentus disks frequently have “stiction” problems
where the heads get “stuck” on the disk platters. Othertimes, even with moderate usage the
magnetic heads can fail on this series of disk.
Another problem facing the Barracuda and Momentus family of disks is motor seizure. The
most effective solution here is to move the platter stack into a donor disk of the same type.
The PCB board, heads, magnets must all be transplanted under clean-room conditions.
In the Seagate “DM” series of disks (e.g. ST2000DM001, ST4000DM000), bad sectors (and
malfunctioning heads) can be a major problem. In fact, some users in the US have instigated
a class action suit against Seagate and this series of disks. One such user experienced premature failure of one of these disks and got a replacement disk issued from Seagate under
warranty. However, this also failed, leading to data loss and a very annoyed user! Part of the
problem may lie in Seagate’s use of platters, which cannot seem to cope with higher areal
densities. For example, their 3TB ST3000DM001 model only uses 3 X 1TB platters when other
manufacturers are using 4-5 platters for the same capacity disks. Seagate might be pushing
the areal density envelope a little bit too far!

Service Area
Translator corruption is a common problem for Seagate disks. Typically, the disk will report
back a capacity of 0MB, which can be resolved by regenerating the translator. Another manifestation of translator corruption is restricted access to the disk’s data beyond a certain LBA
(logical block address). Again, regeneration of the translator should solve this issue.

Seagate External Drives
Most Seagate external drives such as their GoFlex, Seagate Expansion Drive, Seagate Expansion Portable, Seagate Backup Plus and Seagate Backup Plus Ultra Slim range do not use
encryption or proprietary USB 3.0 PCBs.

20

Hitachi / HGST
(e.g. 5K100, Z5K500)

Since Western Digital acquired Hitachi’s hard disk division in 2012, disks are no longer manufactured under the “Hitachi” label and the HGST brand is used in lieu. However, many of
these disks use similar architectures and firmware modules as Hitachi.

Printed Circuit Board
Some firmware information is stored on the NVRAM (non-volatile random access memory)
chip. This information is essential for the disk to initialise, as it contains crucial disk parameters, such as the number of heads and acts as a gateway to the firmware on the service area.

Head Disk Assembly
Most HGST disks use a fairly standard head disk assembly. Some of these disks are equipped
with one or more security brakes. When removing the HDA, these should be removed with
anti-ESD tweezers to prevent them falling onto the platters. If a donor HDA swap is required,
the magnet brake must be configured correctly to allow the heads to slide smoothly back
into place.

Service Area Problems
A small portion (4Kb) of the firmware code is stored on a dedicated NVRAM chip on the disk’s
PCB. While the firmware module stored here might seem insignificant, it is critically important as it acts as a gateway to the main firmware code that is found on the service area tracks.
The service area contains the RDMT module which stores the G-list information, whilst the
SERL and SMRT modules store the SMART values and error logs respectively. The PSHT contains the P-list, whilst the SRVM module contains the servo-adaptive information.
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One peculiarity of HGST disks firmware can occur during the disk initialisation phase. If the
disk self-test detects a miswrite, the translator module will not be loaded into memory and
the data becomes only accessible until the first bad block. This behaviour can be indicative
of damage to the service area, such as a corrupted SMRT (SMART) module.

Samsung Disks

(Samsung Momentus, Samsung Spinpoint)

Like with Hitachi, Samsung put their hard disk division up for sale in 2011. The successful
suitor was Seagate, who have retained the “Spinpoint” name for some of its 2.5” S-ATA disks.
Models, such as the ST1000LM024, ST1000LM025, ST750LM022 and ST500LM012 which use
Samsung architecture and firmware are still in widespread circulation. These models are
also deployed inside some Seagate USB external disks and Samsung branded “M3” portable
disks.

Printed Circuit Board
Failure of the spindle motor chip is a common problem on Samsung disks. The disk will spin
up for only 2-3 seconds or fail to initialise at all. ROM chip failure is another issue whereby
the disk will spin up, but the data will be inaccessible. The ROM chip firmware in Samsung
disks contains servo-adaptive microcode that is needed for the read/write heads functioning.

Head Disk Assembly
Many head disk assembly problems in Samsung Spinpoint (such as Samsung Spinpoint M8)
drives can be attributed to shock damage where one or more disk heads get stuck on the
platters. These must be carefully removed. In most cases, a full head disk assembly replacement is needed as the damaged heads scraping against the platters can incur more serious
damage.

Service Area
Corrupt firmware modules (including overlay code modules) or corrupt microcode in the
ROM chip can make the data in the user area of the disk inaccessible.
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Keep Informed and Stay in Touch
with Drive Rescue
We hope you’ve enjoyed this booklet. Drive Rescue is a data recovery company based in
Dublin, Ireland. Established in 2007, our customer base ranges from individual users, trade
customers (computer repair shops and IT support companies), multinational companies and
government bodies. If you need some professional data recovery help – please feel free to
pick up the phone on 1890 571 571.
Your data is handled in full compliance of the Irish Data Protection Acts 1988 and 2003.
Non-disclosure agreements signed on request. The Drive Rescue NDA can be found on our
website: www.datarecoverydublin.ie
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